
Effective date: 07.01.2026

We are delighted that you are interested in our website http://www.taconova.com/ 
(hereinafter the "Website") and in our products and services. In accordance with the 
Federal Act on Data Protection (FADP) and the Data Protection Ordinance (DPO), we wish to 
inform you here about the nature and scope of the processing of your personal data, the 
purposes of processing and your rights in the context of:
•	 your visit to our Website
•	 use of the contact form
•	 our social media presence
•	 newsletter mailouts
•	 job advertisements and correspondence related to your application
•	 use of the Taconova configurator
(hereinafter jointly referred to as the "Websites"), and for what purposes and upon what 
legal bases we will use this data.

A.	 GENERAL

1.	 Controller name and contact details 
(1)	 The controller within the meaning of Art. 5j FADP is 

Taconova Group AG 
Neunbrunnenstrasse 40 
CH-8050 Zurich, Switzerland 
Tel. +41 (0)44 735 55 55 
group@taconova.com 
(hereinafter also referred as "we" or "us" for short).  
For further details, please refer to the site notice at:  
https://www.taconova.com/en/site-notice/.

(2)	 Taconova GmbH, Rudolf-Diesel-Strasse 8, 78224 Singen, Germany, is the EU 
representative of Taconova Group AG, Neunbrunnenstrasse 40, 8050 Zurich, 
Switzerland, within the meaning of Art. 27 GDPR.

Renew or change your consent to cookies

2.	 Types of processed data, categories of data subjects

2.1	 Types of processed data
•	 Inventory data (e.g. customer data such as names and addresses)
•	 Contact details (e.g. email, telephone numbers)
•	 Application documents and correspondence related to applications (see clause 8.1).
•	 Content data (e.g. text entries, images, videos)
•	 Communication data and history
•	 User data (e.g. websites visited, interest in content, access times)
•	 Metadata/communication data (e.g. device information, IP addresses)
•	 Geolocation (data that reveals the location of a user's end device)
•	 Tracking data
•	 Social media posts
•	 Processing personal data using Zapier (see section B, 15.1) 

•	 Form entries (e.g. enquiries, product registrations)
•	 Technical data on your system or that of your customers
•	 Your site addresses or those of your customer or supplier
•	 Skilled workers or sales personnel, their names, contact details, addresses, 

appointments with you or complaints
•	 Products, prices and wholesalers’ sales representatives, information regarding 

their points of contact
•	 Workflow processing data (e.g. time of transmission, associated applications)

2.2	 Categories of data subjects
•	 Visitors and users of the Website 
•	 Customers, interested parties, suppliers and specialist trade partners
•	 Service providers, in particular payment service providers and logistics partners
•	 Applicants
•	 Individuals who post or follow posts on our social media presences
•	 Other communication partners
(Hereinafter, the data subjects are also jointly referred to as "Users".)

3.	 Purpose of the processing
We use your personal data
•	 to provide the Website and the online offering, its functions and content
•	 to create and manage your personal customer account
•	 for support purposes
•	 to respond to any contact enquiries and communications with Users
•	 to assert, enforce, exercise or defend against any legal claim(s) and legal disputes, and 

to detect, investigate and prevent any criminal offences
•	 to implement security measures
•	 to measure audience reach
•	 for purposes of direct marketing, e.g. in the form of personalised adverts, an email 

newsletter or postal advertising, surveys, invitations to events
•	 for purposes of running customer satisfaction surveys regarding products and services 

and analysing these

•	 for automating workflows to improve the efficiency of our processes (see section B, 
15.1).

•	 for processing data from associated tools (e.g. forms, CRM systems) to improve how 
we handle customer enquiries and to optimise our business processes (see section B, 
15.1).

4.	 Provision of the Website and log files
(1)	 If you use the Website purely for the purpose of obtaining information, i.e. if you 

do not register or transmit information to us in any other way, we will only collect 
personal data automatically transmitted to our server by your browser. If you wish to 
look at our Website, we collect the following data, which is technically required in 
order to display our Website to you and ensure that it is stable and secure:
•	 IP address
•	 date and time of the request
•	 time zone difference compared to Greenwich Mean Time (GMT)
•	 requested content (specific page)
•	 access status/http status code
•	 data volume transmitted in each case
•	 website from which the request originates
•	 browser
•	 operating system and its interface
•	 language and version of the browser software
•	 communications protocol

(2)	 The IP address of Users will be deleted or anonymised after use. Data is 
rendered anonymous by modifying the IP addresses so that the individual details 
concerning personal or material circumstances can no longer be attributed to an 
identified or identifiable individual or that they can only be so attributed using a 
disproportionately large amount of time, expense and labour.

5.	 Cookies
(1)	 When you use our Website, cookies will be stored on your computer in addition to 

the aforementioned log file data. Cookies are small text files that are stored on your 
hard drive and matched to the browser used by you and through which the entity 
that has placed the cookie (in this case us) receives certain information. Cookies are 
not able to run any programs or transfer viruses onto your computer. They are aimed 
at making the overall internet offering more user friendly and more effective and also 
collect information to that end.

(2)	 The use of cookies:
a)	 This Website uses the following types of cookies, whose scope and functionality are 

explained below:
•	 session cookies (see b below)
•	 permanent cookies (see c below).

b)	 Session cookies store what is known as a session ID which can be used to match 
different requests made by your browser to the same session. Session cookies are 
automatically deleted after 1 hour if you log off or close the browser. If you restart 
your browser and return to the Website, the Website will not recognise you. You 
need to log in again (if a login is required) or you need to reset any templates and 
preferences if the Website offers such functions. A new session cookie will then be 
generated, which will store your information and remain active until you leave the 
site and close your browser.

c)	 Permanent cookies are automatically deleted after a defined period of time, which 
may differ depending on the cookie. You may delete cookies at any time in the 
security settings of your browser.

(3)	 For what purposes do we use cookies? 
We use cookies in order to personalise content and advertisements, to be able to 
offer social media functionality and to analyse access to our Website. In addition, 
we pass on information about your use of our Website to our partners to be used in 
social media and for purposes of advertising and conducting analyses. Our partners 
may combine this information with other data that you have provided to them or that 
they have collected in the context of your use of the services. By continuing to use 
our Website you are deemed to have consented to our cookies.
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(4)	 Overview
Purpose Description Duration of storage
Cookies required 
for technical 
reasons

Cookies required for technical reasons allow you 
to use our Website by enabling basic functions 
such as website navigation and access to 
secure parts of the Website. In the absence of 
such cookies our Website cannot be properly 
accessed.

Session cookies are 
deleted once the 
browser is closed.

Performance 
(e.g. the User's 
browser) and 
preferences

When using our Website, cookies are used (e.g. to 
recognise the browser) to improve performance 
(e.g. to load content faster). When you visit our 
Website, the country and language selection 
detected or made by you will be stored in cookies 
in order to save you the trouble of having to make 
these selections again on any subsequent visits. 
Checks are made in advance to see whether your 
browser supports cookies, and this information 
will be stored in another cookie. After that you 
will be shown contact information that has been 
localised in terms of country and language, which 
will also be stored. 

Session cookies – 
are deleted once the 
browser is closed.

Analysis cookies 
(statistics)

We use third party analysis cookies in order to 
establish how visitors use our Website. This 
helps us to improve the quality and content 
of our Website. The aggregated statistical 
information comprises data such as the total 
number of visitors. We obtain information, for 
instance, on how often and in what order the 
individual pages were accessed and how much 
time visitors spent on our pages on average. We 
also learn whether Users have already visited our 
Website in the past. The legal basis for this is our 
legitimate interests, as well as your consent if 
we request your consent to the processing. For 
further information, please see section B. Data 
processing by third parties. For further details, 
please refer to clause 14 (Web analysis services).

Permanent cookies 
will remain on the 
computer but will be 
automatically deleted 
after 26 months if 
the Website was not 
visited again, unless 
shorter storage 
times apply in certain 
cases. You may 
delete the cookies 
manually at any time.

Advertising 
cookies

We use advertising cookies in order to assess 
the efficiency of our advertising measures and to 
identify scope for improvement. 

Permanent cookies 
will remain on the 
computer but will be 
automatically deleted 
no later than after 26 
months if the Website 
was not visited 
again, unless shorter 
storage times apply 
in certain cases. 
You may delete the 
cookies manually at 
any time

(5)	 Controlling cookies 
You can set your browser so that you will be notified about the placing of any cookies 
and in order to allow cookies only in particular cases, to exclude the acceptance 
of cookies in certain cases or generally, and to activate the automatic deletion of 
cookies when the browser is closed. The deactivation of cookies may restrict the 
functionality of this Website.

6) 	 cookiebot.com
a) 	 This Website uses the services of Cybot A/S, Havnegade 39, 1058 Copenhagen, 

Denmark (hereinafter: cookiebot.com).
b) 	 In order for our Website to provide all technical functions and at the same time meet 

all legal requirements under the GDPR, Cookiebot ensures that cookies are only sent 
provided consent has been given.

c) 	 Personal data may be transmitted to cookiebot.com. The legal basis for the data 
processing is Article 6(1)(f) GDPR.

d) 	 The legitimate interest lies in the error-free functioning of the Website. The data 
will be deleted as soon as the purpose of its collection has been met. Further 
information on the handling of the transmitted data can be found in the cookiebot.
com privacy policy: www.cookiebot.com/en/privacy-policy/

e)	  You can prevent the collection as well as the processing of your data by cookiebot.
com by disabling the execution of script code in your browser or by installing a script 
blocker in your browser.

f) 	 Cybot states that it does not sell, trade or transfer user data.
g) 	 For more information about Cookiebot's data processing, please see Cookiebot's 

privacy policy at: www.cookiebot.com/en/privacy-policy/
h) 	 Renew or change your consent to cookies

6.	 Contact form, email contact
(1)	 Our Website contains a contact form that you can use to get in touch with us 

electronically in an easy and convenient way. If a User uses this contact form, the 
data entered on the contact form will be transferred to us and stored. The data in 
question, in particular data pertaining to the person, address details, contact details 
and messages (free text field) can be seen directly on the respective contact form. 
When the form is sent, the following additional data will be stored:
•	 the User's IP address
•	 date and time the form is sent

(2)	 When the contact form is sent, Users are referred to this Privacy Policy as regards 
the processing of the data. Alternatively, we can be contacted via the email 
addresses provided. In this case, the User's personal data as transmitted in the email 
will be stored. The data will only be used to process the request.

(3)	 The legal basis for the processing of the data transferred in the context of using the 
contact form or sending an email is our and your legitimate interests. If email contact 
is made with a view to entering into a contract, the additional legal basis is the 
initiation and performance of a contractual relationship.

(4)	 We only process personal data from the contact form in order to deal with the 
contact request. If contact is made by email, this also constitutes the required 
legitimate interest in the processing of the data. The other personal data processed 
when the contact form is sent is used to prevent misuse of the contact form and to 
safeguard the security of our IT systems.

(5)	 The data will be deleted as soon as it is no longer required for the purposes for which 
it was collected. With regard to the personal data from the contact form and the 
data transmitted by email, this is the case if the respective communication with the 
User has ended. A conversation is deemed to have ended if circumstances suggest 
that the matter at hand has been conclusively resolved. The additional personal data 
collected when the contact form is sent will be deleted no later than after seven 
days.

(6)	 We can also be contacted via the email addresses provided on the Website. In this 
case, the User's personal data as transmitted in the email will be stored. The data 
will only be used to process the request.

(7)	 The data will be deleted as soon as it is no longer required for the purposes for which 
it was collected. With regard to the personal data from the contact form and the 
data transmitted by email, this is the case if the respective communication with the 
User has ended. A conversation is deemed to have ended if circumstances suggest 
that the matter at hand has been conclusively resolved.

(8)	 123FormBuilder
a)	 For the forms on our Website, we use 123FormBuilder provided by 123FormBuilder, 

Flavia Palace, Vladimirescu n° 10, Ground Floor 300195, Timisoara, Romania, EU, 
www.123formbuilder.com, in the context of our legitimate interest in an online 
offering that is both technically flawless and designed and optimised in an 
economically efficient way pursuant to Article 6(1)(f) GDPR.

b)	 123FormBuilder receives all data that you enter in our forms and also collects usage 
data in that regard. Before each use of a form, you must give your consent to the 
processing of your data within the scope of this Privacy Policy; in this respect, we 
refer to our general provisions regarding contact forms (para. 6 of this Privacy Policy).

c)	 For more information about 123FormBuilder's data processing, please see 
123FormBuilder's privacy policy at: www.123formbuilder.com/termsofservice.html

d)	 We have entered into a contract with 123FormBuilder in accordance with which they 
will process the data on our behalf.

7. Newsletter

7.1	 Newsletter subscription
(1)	 You may consent to a subscription to our email newsletter (hereinafter referred to 

as the "Newsletter"), which we use to inform you about our products, services and 
promotions.

(2)	 We use a double-opt-in procedure for subscriptions to our Newsletter. That means 
that, following your registration, we will send you an email to the email address you 
have provided, in which we ask you to confirm that you wish to subscribe to the 
Newsletter. If you do not confirm your registration within 14 days, your information 
will automatically be deleted. In addition, we store your IP addresses used at the 
time of registration and confirmation, and the time of registration and confirmation. 
The purpose of the procedure is to have a record of your registration and, where 
required, be able to investigate a possible misuse of your personal data.

(3)	 The only mandatory detail required for the mailing of the Newsletter is your email 
address. The provision of any other details is voluntary and will be used to address 
you in person. Once you have confirmed your subscription, we will store your email 
address for purpose of mailing you the Newsletter.

(4)	 The legal basis for the aforementioned processing operations in the context of the 
Newsletter subscription is your consent.

(5)	 You may revoke your consent to the mailing of the Newsletter at any time by 
unsubscribing from the Newsletter. You can unsubscribe by clicking on the link 
provided in every Newsletter email, or by sending a message to one of the contact 
addresses provided above in clause 1. (1) of this Privacy Policy.



7.2	 Newsletter mailout following product purchase
(1)	 If you have purchased products or services, we will send you our Newsletter even if 

you have not previously registered to subscribe to the Newsletter; we will use the 
email address you provided when you made the purchase. This relates to Newsletters 
promoting similar products to those that you purchased.

(2)	 We will store this email address in our Newsletter address database for this purpose. 
In order to establish that the Newsletter mailout is legitimate, we also store the IP 
address used when making the purchase and the time of the purchase.

(3)	 The legal basis for the aforementioned processing operations in the context of the 
Newsletter subscription is our legitimate interests; the data processing involves 
direct promotion of our products to our customers as well as their interest in offers 
and promotions.

(4)	 You may object to the mailout of the Newsletter at any time. You can submit your 
objection by clicking on the link provided in every Newsletter email, or by sending a 
message to one of the contact addresses provided above in clause 1 of this Privacy 
Policy.

7.3	 Newsletter tracking
(1)	 Please note that we analyse User behaviour of Newsletter recipients; for details 

please refer to the information on the use of and data processing by Inxmail (see 
clause 15.4).

(2)	 You can object to tracking as described above at any time by unsubscribing from the 
Newsletter. You can unsubscribe by clicking on the link provided in every Newsletter 
email, or by sending a message to one of the contact addresses provided above in 
clause 1 of this Privacy Policy. The information obtained by way of tracking will be 
stored for as long as you subscribe to the Newsletter. After you have unsubscribed 
we will store the data purely in statistical terms, aggregated and anonymously.

(3)	 Tracking is also not possible if you have disabled the display of images as standard 
in your email program. In this case you will not see all of the Newsletter and you may 
not be able to use all the functionalities of the Newsletter. If you manually choose to 
have images displayed, the aforementioned tracking will take place.

7.4	 Print advertising

(1)	 We will also use the data provided by you in the course of a purchase in order to 
send print media. You may object to the sending of print advertising at any time.

(2)	 In order to carry out the aforementioned processing steps particularly with regard 
to sending out print media, we use the services and IT systems of various service 
providers whom we have engaged as our commissioned data processors.

(3)	 The lawfulness of that processing is ensured by way of commissioned data 
processing contracts entered into (Art. 9 FADP) and, in the event of cross-border 
disclosure, through suitable safeguards pursuant to Art. 16 FADP that guarantee an 
adequate level of data protection.

8.	 Job advertisements
(1)	 We use our Website to advertise job vacancies. We collect, process and use your 

personal data in order to process your online application. Your online application 
data will be transferred directly to the executive board. We have taken suitable 
technical and organisational measures to ensure that your personal data is treated 
confidentially in accordance with statutory provisions.

(2)	 Please note that data transfer by email is not encrypted and that the data may 
come to the attention of unauthorised persons or may be falsified. You are welcome 
to send us your documents by post. If you have applied for a specific position and 
this position happens to have already been filled or if we consider you to also be 
suited, or to be even better suited, to another position, we would like to forward your 
application within our company. Please let us know if you are not happy for us to 
proceed in this way. Once the application process has ended and no later than after 
6 months, your personal data will be automatically deleted unless you expressly 
consent to storage for a longer period.

8.1	 Recruitment platform – Pinpoint
(1)	 We use Pinpoint. Pinpoint is a cloud-based recruitment workflow solution that 

supports us in managing job advertisements, reviewing and evaluating applications 
and communicating with applicants.

(2)	 The third party provider is Pinpoint, One Waverley Place, Union Street, St Helier, 
Jersey, JE1 2PP, https://www.pinpointhq.com/.  
We have entered into a commissioned data processing contract with Pinpoint 
pursuant to Art. 9 FADP. The Pinpoint privacy policy can be read at: https://www.
pinpointhq.com/security-privacy/privacy-policy/. Its cookie policy is available here: 
https://www.pinpointhq.com/security-privacy/cookie-policy/ 

(3)	 Which data will be processed?
a)	 Data pursuant to clauses 2, 4, 5 and 6 of this Privacy Policy
b)	 Application documents, especially:

•	 Data on the content of former/current employment relationships, e.g. work duties, 
performance data, positions held. (This data may be derived from your covering 
letter/CV/attached job references).

•	 In addition, we collect and process various other details regarding applications, 
such as earliest start date, regional mobility, required number of hours and periods 
of deployment, previous employment, additional qualifications, references or 
information on how you became aware of the vacancy.

•	 Other voluntary information such as data on non-professional interests: hobbies, 
voluntary work.

•	 Other data that you voluntarily provide to us in the application process by 
uploading it or otherwise sending it to us, such as in your letter of application, CV 
or certificates, passport photograph.

c)	 Communications from and with applicants

(4)	 The processing of the data is necessary for the initiation and implementation of the 
employment relationship. The legal basis for the processing of voluntary data is your 
consent, which is documented in the transmission of the data to us as part of the 
application process.

9.	 Duration of storage
We process and store your personal data for as long as this is necessary to meet our 
contractual and statutory obligations. We will delete your personal data as soon as it 
is no longer required for the purposes set out above. There may be occasions where 
personal data is stored for a period of time during which claims may be asserted against 
our companies (statutory limitation periods of between three and thirty years). Moreover, 
we will store your personal data if we are required to do so by statute. Provisions of 
commercial law, tax law and social security law may contain such accountability and 
retention obligations.

10.	 Automated decision-making
We do not use any fully automated decision-making processes in order to establish and 
process the business relationship.

11.	 Profiling
In order to be able to inform and advise you about our products and services in a targeted 
way, we may use service providers who act on our behalf, and potentially web analysis 
tools, in particular tracking technology. These allow us to communicate and advertise in a 
needs-based manner. In this regard, please refer to clause 14 Web analysis services and 
advertising.

12.	 Is personal data transferred abroad? 
Where necessary and legally permitted, we also transfer your personal data to recipients 
located outside of Switzerland and the European Economic Area, to a country that does 
not guarantee adequate data protection. We only transfer your personal data abroad 
•	 if external service providers are commissioned to act as processors.
We use the following service providers:
See section B. Data processing by third parties. 
If we transfer personal data to a country that does not provide an adequate level of data 
protection, we ensure adequate protection through the use of sufficient safeguards, 
for example based on EU Standard Contractual Clauses, binding corporate rules or 
derogations for specific situations provided by law, such as the employee's consent, 
provided this is necessary for the performance of the employment contract with the 
employee or for the establishment, exercise or defence of legal claims (Art. 16(2)(d) FADP, 
Art. 10 DPO). 

Furthermore, your personal data is disclosed, if necessary, to consular/immigration 
authorities of the respective destination country in third countries, to travel agents and to 
airlines and hotels in third countries, provided this is necessary to apply for visas and to 
plan travel and accommodation for business trips. 

13.	 For how long is my data stored?
We process and store your personal data for as long as this is necessary to meet our 
contractual and statutory obligations. We will delete your personal data as soon as it 
is no longer required for the purposes set out above. There may be occasions where 
personal data is stored for a period of time during which claims may be asserted against 
our company (statutory limitation periods of between three and thirty years). Moreover, we 
will store your personal data if we are required to do so by statute. In particular, provisions 
of commercial law, tax law and social security law may contain such accountability and 
retention obligations. Operational data containing personal data (e.g. system and other 
logs) is automatically deleted 90 days after creation.

B.	 DATA PROCESSING BY THIRD PARTIES

14.	 Web analysis services

14.1	Google Analytics
(1)	 This Website uses Google Analytics, a web analysis service of Google Inc., 1600 

Amphitheatre Parkway, Mountain View, California 94043, USA ("Google"). Google 
Analytics uses cookies, i.e. text files that are stored on your computer and help 
analyse how you use the Website. The information gathered by the cookie about your 
usage of this website will generally be transferred to a Google server in the USA and 
stored there. However, if IP anonymisation is activated on this Website, Google will 
truncate your IP address within European Union member states and other countries 
which are contracting parties to the Agreement on the European Economic Area prior 
to this. In exceptional cases only, the full IP address is transferred to a Google server 
in the USA and shortened there. On behalf of the operator of this Website, Google 
will use this information to analyse your usage of the Website, compile reports about 
Website activities and provide the Website operator with further services related to 
the use of the Website and the internet.

(2)	 You can prevent cookies being stored by adjusting your browser software 
accordingly; however, please note that in this case you may not be able to make 
use of the full scope of functions available on this Website. In addition, you can 
prevent the data generated by the cookie about your use of the Website (including 
your IP address) being sent to Google and the processing of this data by Google by 
downloading and installing the browser plugin made available by Google. 



(3)	 This Website uses Google Analytics with the extension "_anonymizeIp()". As a result, 
IP address are truncated before they are processed further; this means that they 
cannot be linked to a particular individual. If the data collected about you may be 
linked to you, this is thus immediately ruled out and the personal data is therefore 
immediately deleted. 

(4)	 The legal basis for the processing is your express consent pursuant to Art. 6(6)	
FADP. An adequate level of data protection is guaranteed through measures 
pursuant to Art. 16 DPO.

(5)	 We have concluded an agreement with Google on commissioned data processing in 
accordance with Art. 28 GDPR. 

14.2	Google Tag Manager
(1)	 As part of Google Analytics, this Website uses Google Tag Manager. Tags are small 

code elements on our Website which are used, amongst other things, to measure 
traffic and visitor behaviour, record the effects of online advertising and social 
media, in remarketing and targeted marketing campaigns, and to test and optimise 
the Website. Google Tag Manager is a solution to manage website tags via an 
interface. The Tag Manager tool itself (which implements the tags) is a domain that 
does not use cookies. The tool triggers other tags, which in turn may log data. 
Google Tag Manager does not access this data. If tags were deactivated at domain 
level or cookie level, this remains in place for all tracking tags that are implemented 
with Google Tag Manager.

(2)	 For further information on Google Tag Manager, please refer to: https://www.google.
com/analytics/tag-manager/use-policy/.

14.3	Google AdWords
(1)	 This Website uses the online advertising program "Google AdWords" and, as part of 

that, conversion tracking. This involves Google AdWords placing a cookie on your 
computer if you have accessed our Website via a Google advert. These cookies 
become invalid after 30 days and are not used for personal identification. If the 
User visits certain pages of our Website and the cookie has not yet expired, we and 
Google are able to see that the User has clicked on the advert and was redirected 
to this page. Each AdWords customer receives a different cookie. It is therefore not 
possible to track cookies via the websites of AdWords customers.

(2)	 The information obtained using the conversion cookie is used to create conversion 
statistics for AdWords customers who opted for conversion tracking. The customers 
know the total number of Users who clicked on their advert and were redirected to a 
page with a conversion tracking tag. They will not, however, receive any information 
that can be used to identify Users personally. 

(3)	 If you do not wish to participate in the tracking procedure, you can simply deactivate 
the Google conversion tracking cookie via the user settings of your internet browser. 
This will mean that you will not be included in the conversion tracking statistics. You 
can find more information about Google's privacy policy at https://www.google.com/
policies/privacy/.

(4)	 Clause 14.1 shall apply accordingly. 

14.4	Google Signals 
(1)	 This website uses Google Signals, a function of Google Analytics from Google Inc., 

1600 Amphitheatre Parkway, Mountain View, California 94043, USA ("Google"), to 
collect demographic and interest-related data about website visitors. Google Signals 
is session data from websites and apps that the search engine links to users who 
are logged into their Google account and have allowed personalised advertising. Site 
operators can use this data to track the behaviour of potential customers across 
different devices. Google Signals is located within Google Analytics.

(2)	 Google Signals uses existing data from Google accounts for this, if users have 
activated personalised advertising in their account settings. This data is aggregated 
and anonymised so that it cannot be traced back to individual persons.

(3)	 By using Google Signals, it is possible to understand how different target groups 
interact with this website, in order to continuously improve services and content. 
You have the option to deactivate the collection of your data by Google Signals 
by adjusting your Google account settings at: adssettings.google.com or in your 
account at: https://myadcenter.google.com/

(4)	 Clause 14.1 shall apply accordingly. 

14.5	Meta Pixel - Meta Pixel, Meta Custom Audiences and Meta Conversion
(1)	 This Website uses the "Meta Pixel" of the social network Meta, which is operated by 

Meta Platforms Inc., 1 Hacker Way, Menlo Park, CA 94025, USA, and/or Meta Platforms 
Ireland Ltd., 4 Grand Canal Square, Grand Canal Harbour, Dublin 2, Ireland.

(2)	 Meta uses the Meta Pixel to identify you as a visitor to our Website as a target group 
for the display of advertisements ("Meta ads"). We can also track the effectiveness 
of Meta ads for statistical and market research purposes by seeing whether users 
were redirected to our website after clicking on a Meta ad ("conversion").

(3)	 Data is processed by Meta within the scope of Meta's data policy. For general 
information on the display of Meta ads, please refer to Meta's data policy. Specific 
information and details on the Meta Pixel and how it works can be found in the Meta 
help section.

(4)	 The legal basis for the use of the Meta Pixel and the storage of "conversion cookies" 
is the consent given to us (Article 6. (6) FADP). An adequate level of data protection 
is guaranteed through measures pursuant to Art. 16 DPO. 

(5)	 You may object to being logged by the Meta Pixel and to the use of your data for the 
display of Meta ads. In order to define which types of advertisements you are shown 
within Meta, you can visit the page set up by Meta and follow the instructions there 
on how to set ad preferences.

(6)	 You can also object to the use of cookies for the measurement of audience reach 
and for advertising purposes via the opt-out page of the Network Advertising 
Initiative and additionally via the US website aboutads.info or via the European 
website youronlinechoices.com.

15.	 Plugins and service providers

15.1	Zapier
(1)	 We use Zapier. The provider is Zapier Inc, Market St. #62411, San Francisco, 
	 CA 94104-5401, USA https://zapier.com/ (hereinafter Zapier).
(2)	 Zapier is a cloud-based automation platform for automating workflows between 
	 different applications and services. Zapier allows 
	 us to link different functionalities, databases and tools, and 
	 synchronise these with each other. This makes it possible, for example, 
	 to automatically publish content that we publish on our website on our 
	 social media channels, or to export or consolidate content from marketing and 
	 analysis tools. Depending on the functionality, Zapier 
	 may also collect various personal data. Further details regarding the type and 
	 scope can be found in Section A, No. 2. 
(3)	 The use of Zapier is based on Art. 6 para. 1 lit. f) GDPR. We 
	 have a legitimate interest in the most effective possible integration of the 
	 tools used. Tools for automated workflow optimisation that have less of an impact on 

personal data do not exist. According to a proportionality assessment, the rights and 
freedoms of data subjects affected by the automated processing do not outweigh  
our legitimate interests in the data processing. Customers are informed about 
the use of Zapier. The data is protected by suitable technical and  organisational 
measures and an internal role and authorisation concept. If corresponding consent 
has been requested, the data will be processing exclusively on the basis of Art. 6 
para. 1 lit. a) GDPR and § 25 para. 1 TDDDG (Telecommunications Digital Services Data 
Protection Act), insofar as consent extends to the storage of cookies or access to 
information in the device of the user (e.g. device fingerprinting) within the meaning of 
the TDDDG. This consent can be revoked at any time.

(4)	 The transfer of data to the USA is based on the standard contractual clauses of 
the EU Commission (SCC). You can find details here: https://zapier.com/tos. Zapier 
processes your personal data in accordance with the instructions in our order. We 
have signed a contract with Zapier, as an integral part of the SCC, regarding order 
processing (AVV). 

(5)	 The company is also certified in accordance with the "EU-US Data Privacy Framework" 
(DPF). The DPF is an agreement between the European Union and the USA, which 
ensures compliance with European data protection standards when performing 
data processing in the USA. Each DPF-certified company undertakes to comply 
with these data protection standards. More information on this can be obtained 
from the provider via the following link: https://www.dataprivacyframework.gov/
participant/4425

(6)	 You can access Zapier's privacy policy via the following link:  
https://zapier.com/privac

15.2 Google Services

15.2.1 Google Maps
(1)	 This Website uses Google Maps to display interactive maps and prepare travel 

directions. Google Maps is a map services provided by Google Inc., 1600 Amphitheatre 
Parkway, Mountain View, California 94043, USA. By using Google Maps, information 
about the use of this Website including your IP address and the (starting) address 
entered into the route planner may be transferred to Google in the USA. If you 
access one of our web pages that contains Google Maps, your browser establishes 
a direct connection with the servers of Google. Google will send the content of the 
map directly to your browser and integrate it into the Website. We therefore cannot 
influence the scope of the data collected by Google in this way. According to our 
current information this includes at least the following data:
•	 date and time of the visit to the respective website,
•	 internet address or URL of the website accessed,
•	 IP address, (start) address entered in a route planning system. 

(2)	 We have no influence over the further processing and use of the data by Google and 
we therefore cannot be held responsible for this.

(3)	 If you do not wish Google to collect, process or use data about you via our online 
presence, you can deactivate JavaScript via your browser settings. In this case, 
however, you will not be able to use the map display.

(4)	 For details regarding the purpose and scope of the collection of data and its 
further processing and use by Google as well as your rights and settings options to 
protect your privacy, please refer to: https://www.google.com/policies/privacy/. An 
adequate level of data protection is guaranteed through measures pursuant to Art. 
16 DPO. 

15.2.2 Google Fonts
(1)	 This Website uses web fonts provided by Google to ensure a uniform display of fonts. 

When accessing a page, your browser loads the required web fonts into your browser 
cache in order to display texts and fonts correctly.

(2)	 In order to do this, the browser used by you needs to establish a connection with the 
servers of Google. This will make Google aware of the fact that your IP address was 
used to access our Website. Google Web Fonts are used in the interest of a uniform 
and attractive display of our online offering. This represents a legitimate interest 
within the meaning of Article 6(1)(f) GDPR. If your browser does not support web 
fonts, your computer will use a standard font.  
For details on Google Web Fonts, please refer to developers.google.com/fonts/faq 
and to Google's privacy policy: https://www.google.com/policies/privacy/.



15.2.3 YouTube
(1)	 Our Website uses the YouTube embedding function in connection with the "extended 

data protection mode" in order to stream YouTube videos. YouTube is a service 
provided by Google LLC., 1600 Amphitheater Parkway, Mountain View, CA 94043, USA 
("Google").

(2)	 In order for an embedded video to be played, a connection to the YouTube server 
is established. YouTube videos are embedded on our Website in "extended data 
protection mode". This "extended data protection mode" is provided by YouTube, 
and YouTube represents and warrants that no cookies containing personal data 
are stored on your end device. However, when you watch the video, your IP address 
and the website visited by you will be stored and processed by YouTube. However, 
this information cannot be attributed to your person provided that, at the time you 
access the video, you are not logged in to YouTube or another Google service. If, 
however, you are logged in to YouTube or Google, YouTube will link the connection 
data to your YouTube account and only cookies that do not include any personally 
identifiable data will be stored on your end device. If you wish to prevent this, you 
either need to log out of YouTube prior to visiting our Website or adjust the settings 
in your User account accordingly.

(3)	 Moreover, every time you access this Website, a connection is established to the 
Google "DoubleClick" network, which happens regardless of whether a video is being 
streamed. By connecting to the Google Network, other data processing operations 
will be triggered without our input.

(4)	 For further information, please refer to the YouTube privacy policy at: policies.google.
com/privacy. An adequate level of data protection is guaranteed through measures 
pursuant to Art. 16 DPO.

15.3 Inxmail
(1)	 This Website uses Inxmail to mail out Newsletters. This service is offered by Inxmail 

GmbH, Wentzingerstr. 17, 79106 Freiburg, Germany. Inxmail is a service that allows 
the mailing of Newsletters to be organised and analysed. The data provided by 
you for purposes of receiving the Newsletter (e.g. email address) will be stored on 
the servers of Inxmail in the EU. In addition, the data required for the mailout of 
Newsletters to existing customers (see clause 7.2) will be stored; we transmit this 
data to Inxmail for this purpose. 

(2)	 Inxmail uses this data to send and analyse the Newsletters on our behalf. According 
to Inxmail, they may use this data in order to improve their own services, for instance 
to optimise the sending and the display of the Newsletter in technical terms, or for 
commercial purposes to determine the countries in which recipients are located. 
Inxmail will not, however, use this data in order to contact recipients itself or pass it 
on to third parties. For further information on data processing by Inxmail, please refer 
to www.inxmail.com/data-conditions.

(3)	 Please note that, when sending out the Newsletter, we will analyse your User 
behaviour. The Newsletters contain a web beacon, i.e. a pixel-sized file, which is 
retrieved by the server of Inxmail GmbH when the Newsletter is opened. This retrieval 
allows us to initially collect technical information such as data regarding the browser 
and your system, as well as your IP address and the time of retrieval. This information 
is used to improve the services in technical terms based on the technical data or the 
target groups and your reading habits.

(4)	 The statistical surveys also include determining whether the Newsletters were 
opened, when they were opened and which links were clicked on. This information is 
not assigned to individual Newsletter recipients but is only processed anonymously. 
The aim of the analyses is to identify the reading habits of our Users and to adapt 
our content to you.

(5)	 There are cases in which we redirect Newsletter recipients to a website of Inxmail. 
For instance, our Newsletters contain a link which Newsletter recipients can use 
to access the Newsletters online (e.g. in the event that there are problems with 
displaying them in the email program).

(6)	 You have the option of unsubscribing to our Newsletter at any time by revoking 
your consent. You can use the link at the end of every Newsletter if you wish 
to unsubscribe. By clicking the link you withdraw your consent to receiving the 
Newsletter via Inxmail and to the statistical analyses. 

15.4 Vimeo 
We include videos on our website. The content of these videos is stored directly on the 
platforms and embedded on our site. If you play such a video, the IP address, technical 
information such as browser, operating system and basic device information as well as 
the internet page you have visited are communicated. In addition, we have embedded the 
YouTube videos in a data protection-friendly manner using "privacy-enhanced mode".
Personal data is only transmitted when you play a video. Only then will a server 
connection to Vimeo be established and a corresponding cookie set, which is used to 
save your settings. By watching the videos, you leave our domain and enter the external 
platforms of Vimeo, which are beyond our sphere of influence.
Before you watch a video, you will be informed about this again. If you have an account 
with the video service provider, they may be able to identify you. You can avoid this by 
logging out of your account before playing a video. 

Legal basis
The legal basis for the activation of these videos is your consent pursuant to Art. 6(1)(a) 
GDPR, which is given when you consent to the use of cookies. 

Provider of the Vimeo platform
Vimeo, LLC, 555 West 18th Street, New York, NY 10011, USA. Further information on data 
protection at Vimeo can be found here: https://livestream.com/legal/cookie-preferences.

15.5 Hovercode
(1)	 We use Hovercode, a service for generating QR codes and URL shorteners, to provide 

interactive content such as QR codes and shortened links. Certain data may be 
collected and processed when using this service.

(2)	 Third party providers 
The third party provider is Hovercode Ltd, 1 Sopwith Crescent, Wickford, Essex, 
United Kingdom, SS11 8YU, registered in the UK. Company number: 15221450

(3)	 What data is collected?
•	 For account holders: Name, email address, IP address and website usage data.
•	 For end users (e.g. people who scan QR codes): Truncated IP addresses and 

website usage data. Personally identifiable information is not stored without 
explicit consent.

(4)	 Purpose of data collection: 
The QR Code Generator from Hovercode enables us to create QR codes with detailed 
designs. Other functions include circle QR codes, PDF QR codes, a QR code API 
for developers and integrated tools such as link shorteners and UTM builders. In 
particular for:
•	 Improving the user-friendliness of our QR codes and URL shortening services.
•	 The provision of services and functions that are tailored to user requirements.

(5)	 Legal basis:
•	 This data is processed on the basis of a legitimate interest in improving 

userfriendliness
•	 and ensuring the correct operation of the service.
•	 We explicitly obtain your consent for the collection of sensitive data (e.g. location
•	 data). Granting this consent is voluntary. You can withdraw it at any time with
•	 effect for the future.

(6)	 Third party providers who receive personal data on behalf of Hovercode:
•	 DigitalOcean for hosting and back-ups (https://www.digitalocean.com/legal/

privacy/), (servers located in Frankfurt, Germany)
•	 Postmark for email dispatch (https://wildbit.com/privacy-policy/)
•	 Plausible for analytics – https://plausible.io/privacy
•	 Help Scout for customer support – https://www.helpscout.com/company/legal/

privacy/
•	 Sentry for error monitoring – https://sentry.io/privacy/

(7)	 DPA Hovercode 
We have concluded an agreement with Hovercode regarding data processing in 
accordance with Art. 28 GDPR / Art. 9 DSG (data protection law)

(8)	 Deletion periods: 
As a rule, the data will not e stored for longer than three days, unless legal 
regulations stipulate a longer storage period. Your data is processed on secure 
servers in the EU, in accordance with the applicable data protection laws.

(9)	 Hovercode privacy policy 
Further information regarding the processing of your data by Hovercode can be found 
under the following link: https://hovercode.com/privacy/

15.7 Using Adobe InDesign Publish Online
(1)	  We use Adobe InDesign Publish Online to interactively integrate our online product 

catalogue on our website and offer you a better user experience. Adobe InDesign is a 
layout and typesetting program for desktop publishing.

(2) 	 Third party providers 
The third party provider is Adobe Systems Software Ireland, Companies Registration 
Number 344992, 4-6 Riverwalk, Citywest Business Campus, Dublin 24, Republic of 
Ireland 

(3)	  What data is collected?
•	 For website visitors: Adobe may collect IP addresses and website usage data to 

properly deliver the embedded catalogue and analyse usage.
•	 Interactions with the catalogue: Data regarding user behaviour such as page views 

and clicks within the catalogue can be logged.
(4)	 Purpose of data collection:

•	 Provision of an interactive, online searchable web catalogue.
•	 Improving the user experience and analysing the use of the catalogue, in order to 

optimise the content.
(5)	  Legal basis: 

This data is processed on the basis of a legitimate interest in making the catalogue 
properly available and analysing user behaviour anonymously in aggregated form. 
Furthermore, sensitive data, in particular location data, is processed on the basis of 
the consent given to us. Granting this consent is voluntary. You can withdraw it at 
any time with effect for the future.

(6) 	 Third party providers who receive personal data on behalf of Adobe:
•	 Adobe Inc. (https://www.adobe.com/privacy.html) for hosting and providing the 

Indesign Publish Online function.
•	 DPA from Adobe: We have concluded an agreement with Adobe Inc. regarding 

data processing in accordance with Art. 28 GDPR / Art. 9 DSG (Data Processing 
Addendum (cloud services only)). https://www.adobe.com/content/dam/cc/en/
legal/terms/enterprise/pdfs/DPA-WW.pdf#sa_src=web-messaging

(7)	 Further data protection information 
Further information regarding the type and scope of the processing of your data by 
Adobe and the purposes of this processing can be found under the following link: 
https://www.adobe.com/ch_de/privacy.html

15.8 Use of Matomo (cloud version)
(1)	 We use Matomo – an external web analysis service established on a cloud-based
platform – to analyse data about user behaviour on our website. Matomo, formerly
Piwik, is the most widely used free and open source web analytics application that
tracks online visits to one or more websites, and displays reports on these visits for
analysis.



(2)	 What data is collected? 
Matomo is set up such that it does not use cookies. Each time you access one 
of the individual pages of this website, your internet browser on your device is 
automatically prompted by the Matomo component to transmit data to our server for 
the purpose of online analysis:
•	 Anonymised IP addresses, by removing the last 2 bytes (i.e. 198.51.0.0 instead of 

198.51.100.54)
•	 Pseudo-anonymised location (based on the anonymised IP address)
•	 Date and time
•	 Title of the page accessed
•	 URL of the page accessed
•	 URL of the previous page (if this is permitted)
•	 Screen resolution
•	 Local time
•	 Files that have been clicked and downloaded
•	 External links
•	 Duration of the page assembly
•	 Country, region, town or city (with low accuracy based on the IP address)
•	 Primary language of the browser
•	 User agent of the browser
•	 User behaviour (e.g. page views, clicks, duration of visit)
•	 Device information (e.g. device type, operating system, browser type)

(3)	 Purpose of data collection:
•	 Analysis of user behaviour in anonymised form to improve the user experience and 

optimise our website.
•	 Provision of statistical analyses about the use of the website in aggregated form.

(4)	 Legal basis:
•	 This data is processed on the basis of our legitimate interest in the analysis and 

optimisation of our website.
(5)	 Data processing and storage:

•	 The data collected is processed and stored by Matomo in its cloud infrastructure.
•	 Matomo stores the data on servers within the European Union (or in another secure 

location, depending on your region).
•	 The IP addresses of users are anonymised before they are processed, in order to 

protect the privacy of users.
(6)	 Opt-out option:

•	 You can object to the anonymous analysis of your usage behaviour by clicking 
on the opt-out box under the following link: https://www.taconova.com/en/
privacypolicy

(7)	 Information about Matomo's privacy policy:
•	 Further information about Matomo's privacy policy can be found by visiting: https://

matomo.org/privacy-policy/
(8)	 DPA Mamoto

•	 We have concluded an agreement with Mamoto regarding data processing in 
accordance with Art. 28 GDPR / Art. 9 DSG: https://matomo.org/matomo-clouddpa/

15.9 Privacy policy for the use of Microsoft 365 applications
(1)	 This information is applicable if you use Microsoft 365 applications together with us. 

This applies in particular to the use of a Microsoft Office application such as Teams, 
SharePoint, Stream, Forms (hereinafter M365) or similar, for which you will usually 
receive an invitation from us. M365 is a productivity, collaboration and exchange 
platform for individual users, teams, communities and networks that canbe used  
across organisational units. When you use M365, personal data about you is 
processed. Please note that this data protection notice only informs you about the 
processing of your personal data by us if you use Microsoft applications together 
with us. If you require information about the processing of data by Microsoft, we 
ask you to view the respective statement under the following link: https://www. 
microsoft.com/en-gb/privacy/privacystatement

(2)	 Categories of personal data 
When you use M365 applications, various types of data are processed. The scope of 
this data depends on aspects such as the application you are using and what data 
you provide. Certain information is processed automatically as soon as you use M365. 
The following personal data may be subject to processing:
•	 Identification data (e.g. names, addresses, email, telephone numbers, profile 

picture (optional), user name).
•	 Content data (e.g. text input, audio data, videos, documents)
•	 Usage data (e.g. websites visited, time of access, date, type of access, information 

on the data/files/documents accessed and all activities in connection with use, 
such as creating, changing, deleting a document, setting up a team (and channels 
in Teams), making notes in the notebook, starting a chat, replying in the chat)

•	 Meta/communication data (e.g. IP addresses, device/hardware information, 
location data if authorised by the user, live transmission of sound and images)

(3)	 Purpose of data collection: 
• Provision of an efficient and secure data processing environment.
•	 Improving the user experience and analysing the use of the services, in order to 

optimise the content and functions.
(4)	 Legal basis for data processing
• The legal basis depends on the reason for your cooperation with us. Below you will find a 

description of the legal bases on which we process your personal data when you use 
M365 applications. Please note that the information provided is a list of examples 
only and does not constitute a complete or exhaustive list of the possible legal 
bases for data processing.

• Consent
We only process certain personal data with your prior, explicit and freely granted consent, 
e.g. if you take part in a survey via Microsoft Forms. The recording of meetings in Teams 
for use outside the livestream is also based exclusively on your consent. Consent is given 
by accepting the invitation to the meeting and subsequently attending the meeting. There 
is no contractual or legal obligation to provide the data. Consent is voluntary and can be 
withdrawn in whole or in part at any time with effect for the future. The lawfulness of data 
processing up to the point of withdrawing consent remains unaffected.

•	 Fulfilment of a contract with you
•	 Your data will be processed if the use of your data is based on a contract.

(5)	 Third party providers who receive personal data:
•	 The personal data that we collect or process about you may be transferred to 

recipients located inside or outside the European Economic Area ("EEA"). For 
recipients based outside the EEA, we have taken appropriate measures to ensure 
compliance with the requirements of data protection law, e.g. the conclusion 
of suitable model contract clauses of the EU Commission, recognised codes 
of conduct or recognised certification mechanisms (Article 42 et seq. GDPR). 
In addition, where necessary, we carry out careful assessments of the legal 
systems of the third countries concerned and implement additional measures in 
accordance with the ECJ judgement regarding the transfer of personal data to third 
countries ("Schrems II").

•	 Microsoft Corporation is the data processor responsible for providing the service 
and performing the associated data processing. If individual data is processed 
outside the EU, Microsoft ensures data protection compliance by agreeing the EU 
standard contractual clauses. Further information on data processing by Microsoft 
can be found in Microsoft's MS Trust Center and the MS Privacy Policy.

(6)	 Address: 
Provider as defined in § 5 DDG (digital services law) for online services:
•	 Microsoft Corporation, One Microsoft Way, Redmond, WA 98052-6399, USA and for 

data stored offline
•	 Taconova Group AG, Neunbrunnenstrasse 40, CH-8050 Zurich – Switzerland

16.	 Presence on social networks
We have online presences on social networks to communicate with Users who are 
active on those networks or to offer information about ourselves. Please note that this 
may involve User data being processed outside of the European Union. With regard 
to US providers that are certified under the Privacy Shield or who provide equivalent 
safeguards in terms of an adequate level of data protection, we would like to point out 
that they thereby undertake to comply with EU data protection standards. For a detailed 
explanation of the respective types of processing and the options to opt-out, we refer 
you to the privacy policies and information provided by the operators of the networks in 
question, as follows: 

16.1	LinkedIn
(1)	 We use "LinkedIn Conversion Tracking and Retargeting" provided by LinkedIn Ireland 

(Wilton Plaza, Wilton Place, Dublin 2, Ireland) ("LinkedIn") to measure the results of 
our advertising campaigns on LinkedIn, optimise the relevance of these advertising 
campaigns and re-target visitors to our Website with personalised advertisements 
on LinkedIn or other websites.

(2)	 We have therefore embedded a tracking pixel (LinkedIn Insight Tag) in our Website. 
The "LinkedIn Insight Tag" allows LinkedIn to store a third party supplier cookie in 
your browser and to collect and store the following information: your IP address 
and patterns of use on our Website as well as on other websites which include a 
LinkedIn tracking pixel. When you log on to your LinkedIn account, LinkedIn may link 
the collected data with your account and display targeted advertisements for you on 
our behalf or on behalf of other advertisers. You may see these advertisements on 
LinkedIn or on websites of third party suppliers.

(3)	 The information collected may also be transferred to the servers of LinkedIn in the US 
(LinkedIn Corporation, 2029 Stierlin Court, Mountain View, California 94043, USA). 

(4)	 Visitors to the Website remain anonymous given that we only have access to 
tracking data in aggregated form.

(5)	 For further information on how to deactivate interest-based and targeted advertising 
for LinkedIn, please see: ad settings for LinkedIn account holders and guests. For 
further information regarding the processing of personal data by LinkedIn, please 
refer to LinkedIn's privacy policy (https://www.linkedin.com/legal/privacy-policy). An 
adequate level of data protection is guaranteed through measures pursuant to Art. 
16 DPO. 

16.2	Facebook
(1)	 Facebook: social network; service provider: Meta Platforms Inc., 1 Hacker Way, Menlo 

Park, CA 94025, USA, and/or Meta Platforms Ireland Ltd., 4 Grand Canal Square, Grand 
Canal Harbour, Dublin 2, Ireland.

(2)	 Types of processed data: master data (e.g. names, addresses), contact details (e.g. 
email, telephone numbers), contact details of contacts, personal profile, content 
data (e.g. text entered, photographs, videos, posts), usage data (e.g. websites 
visited, interest in content, access times), meta/communication data (e.g. device 
information, IP addresses).

(3)	 Data subjects: Users (e.g. website visitors, users of online services, followers).
(4)	 Purposes of processing: contact requests and communication, tracking (e.g. 

interest-related and behavioural profiling, use of cookies), advertising and re-
marketing, measuring audience reach (e.g. access statistics, recognition of recurring 
visitors).

(5)	 Website: www.facebook.com; privacy policy: www.facebook.com/about/privacy; an 
adequate level of data protection is guaranteed through measures pursuant to Art. 
16 DPO.



16.3	Instagram
(1)	 We use the Instagram service on our Website. Instagram is a service provided by 

Instagram Inc. Service provider: Meta Platforms Inc., 1 Hacker Way, Menlo Park, CA 
94025, USA, and/or Meta Platforms Ireland Ltd., 4Grand Canal Square, Grand Canal 
Harbour, Dublin 2, Ireland.

(2)	 Through the integration of the "Insta" button on our Website, Instagram will be 
notified that you have accessed the respective page on our Website. If you are 
logged in to Instagram, Instagram is able to attribute this visit to our Website to your 
Instagram account and thereby link the data. The data transmitted by clicking the 
"Insta" button is stored by Instagram. You will find further information on the purpose 
and scope of the data collection, processing and use and your rights and setting 
options to protect your privacy in Instagram's data policy: https://help.instagram.
com/155833707900388. 
An adequate level of data protection is guaranteed through measures pursuant to 
Art. 16 DPO.

(3)	 In order to prevent Instagram linking your visit to our Website with your Instagram 
account, you need to log out of your Instagram account prior to visiting our Website.

16.4	Agorapulse
(1)	 We use Agorapulse. Agorapulse is a social media management software, which 

supports us in the management of social profiles, planning, placing and analysing 
advertising campaigns, as well as communications with Users and followers.

(2)	 The third party provider is Agorapulse SAS, 152 Rue de Rivoli, 75001 Paris, France, 
legal@agorapulse.com, www.agorapulse.com

(3)	 What customer content is processed and for what purposes?
a)	 If customers link a social profile with the service, they can stipulate that data in the 

social profile should immediately be collected, processed, shared and accessed via 
the service (subject to the terms of service and data protection provisions of the 
supported platform). In this way, our customers receive, use and analyse data from 
the supported platforms of their choice and create, post, transmit, read, visualise or 
share data and/or information via the service.

b)	 Types of data affected:
•	 Content generated by customers (e.g. messages [including direct or private 

messages], posts, comments, profile pictures, photographs, feeds or 
communication via the supported platforms)

•	 Messages and/or name of the end users
•	 URL of the social profiles of the end users on the supported platforms
•	 User ID on the supported platforms

c)	 Agorapulse uses customer content for the following purposes:
•	 to identify the author of an end user message, to compile all of an individual's end 

user messages and the history of the entire conversation between an end user and 
a customer.

4)	 Third party applications and social networks
	 Agorapulse activates an interface in which you can establish a connection to the 

supported platforms. Below you will find links to the privacy policies of the social 
media platforms currently supported:
•	 https://www.youtube.com/yt/about/policies/#community-guidelines
•	 https://twitter.com/privacy
•	 https://www.facebook.com/policy.php
•	 https://help.instagram.com/402411646841720
•	 https://www.linkedin.com/legal/privacy-policy 
•	 http://www.google.com/policies/privacy 

(5)	 For the terms of service of Agorapulse (effective date: March 2021), please click here:
•	 https://www.agorapulse.com/terms-of-service/

	 The privacy policy can be found here: 
•	 https://www.agorapulse.com/privacy-policy/  

17.	 Links to other websites
(1)	 Our Website may contain links to websites operated by third parties that may not fall 

under this Privacy Policy. These third party websites have their own data protection 
policies and may, in certain cases, also use cookies and other tracking technologies. 
The respective operator or the data controller of the respective website is 
responsible.

(2)	 We check any links to external websites before putting them in place. We are not 
able, however, to ensure that their operators comply with data protection provisions. 
When we become aware of breaches or violations of the law, we will remove such 
links.

C.	 RIGHTS OF THE DATA SUBJECTS

18. Your rights

18.1	Right to information
By means of an information request, you may request information as to whether data 
concerning you is being processed and which data that is (Art. 25 FADP). Ordinarily, this 
information must be provided within 30 days.

18.2	Right to erasure
You have the right to obtain the erasure of your personal data, for example if the data is 
no longer required for the pursued purposes. However, if we are required to still keep your 
personal data due to legal or contractual retention obligations, we will only be able to 
restrict or block your personal data to the extent necessary in such cases.

18.3	Right to restriction of processing
You have the right to obtain from us restriction of processing of your personal data in 
accordance with legal provisions.

18.4	Revocation
You have the right to revoke your consent to the processing of your personal data at any 
time, always with effect for the future.

18.5	Right to data disclosure or transfer
You have the right to obtain the disclosure or transfer of your personal data in accordance 
with legal provisions.

18.6	Right to lodge a complaint
You have the right to lodge a complaint with the competent supervisory authority for you 
if you consider that the processing of your personal data infringes data protection law or 
that your data protection rights have been breached in any other way. 
In Switzerland, this is the Federal Data Protection and Information Commissioner (FDPIC). 
The relevant contact information can be found at this link.
If you have questions on how we approach data protection or require information on or 
wish to exercise your rights, please get in touch with us at any time using the contact 
details provided in clause 1 of this Privacy Policy.

D.	 FINAL PROVISIONS

19.	 Security
(1)	 We have taken technical and organisational security measures pursuant to Articles 

24, 32 GDPR in order to protect your personal data against loss, destruction, 
manipulation and unauthorised access. All our employees and all third parties 
involved in the processing of data have been placed under an obligation to comply 
with the requirements of the GDPR and the confidential treatment of personal data.

(2)	 SSL or TLS encryption: for reasons of security and in order to protect the transfer 
of confidential content, for instance any orders or requests you send to us in our 
capacity as the site operator, this Website uses SSL and TLS encryption. You can 
ascertain whether a connection is encrypted by checking whether the address bar of 
the browser has changed from "http://" to "https://" and whether there is a padlock 
icon in the address bar of the browser. If SSL or TLS encryption has been enabled, any 
data you transmit to us cannot be read by third parties.

20.	 Changes to our data protection provisions
We reserve the right to make changes to our security and data protection measures where 
this is required due to technical developments or changes in the law. In these cases we 
will also amend our Privacy Policy accordingly. Please therefore always refer to the most 
recent version of our Privacy Policy.

CONTACT AND FURTHER INFORMATION

Taconova Group AG  |  Neunbrunnenstrasse 40  |  CH-8050 Zurich  |  T +41 44 735 55 55  |  F +41 44 735 55 02  |  group@taconova.com  |  taconova.com


